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Welcome to EpicSIM

EpicSIM is an educational simulation of the Epic system used throughout the Mount Sinai Health System
for electronic medical records.

1. Firstlogin to the SCHOOL VPN using your SCHOOL network ID and password.
2. Then you must use your HOSPITAL network ID and password to access Citrix
3. Finally, login to EpicSIM using your HOSPITAL network ID and password.
o Off-campus access requires 2-factor authentication, which you will need to register for.
Please see documentation here: https://itsecurity.mssm.edu/vip-two-factor-setup/
0 Your HOSPITAL account is distinct from your MSSM SCHOOL account.

Reset Hospital Password

Note: If you are accessing EpicSIM for the first time, you will need to reset your HOSPITAL account
password by clicking on the following link: https://mshmsvpn.mountsinai.org/

e For the Username field, type in your HOSPITAL Network ID.
e For first time users: The Password will be your temporary password (ex: jd1234567%)
e Check the box to change your password before you click Continue.

Username
Password

Check box to change your password.

| Continue |

e If a pop up appears titled "Endpoint Inspection” click "Cancel" or "Skip Endpoint Inspection”.

®

Endpoint inspection client components required

1. Download and run the installer package.
Download

2. Click here when the installation completes.

ISk'p Endpoint inspection I

e Enter and verify your NEW password.
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e Once you see this screen, this means the password has successfully been changed and you can
close the window then use your newly updated password.

Secure Logon

Enter Security code
-;:urlleave bla n'rch:lr push.

Please note that the password reset link is only available from within the United States. If you are
not in the United States, you will need to contact ASCIT or log onto your school VPN to access
this site.

e For assistance with changing your password for EpicSIM, please contact the Academic IT
Support Center (ASCIT) at ASCIT@mssm.edu or by calling 212-241-7091.

e During off-hours, please call the HOSPITAL help desk: 4-HELP at (212) 241-4357, asking for
password support for your HOSPITAL account. Please do not mention EpicSIM as they will not
be able to assist.

Designed by ISMMS Instructional Technology Group 4


mailto:ASCIT@mssm.edu

m Icahn School
of Medicine at
Mount

Sinai EpicSIM: Electronic Health Recordings Training
Student Edition | Revised for Fall 2021

Accessing EpicSIM Through School VPN

e Log into the SCHOOL VPN website: https://msvpn.mssm.edu/
e Use your SCHOOL Network ID and password to log in.

The VIP Security Code is fo
on. For furthe

please consult
The VIP documentation

Username

[smithnox |

Password

e Enter in your security code that the VIP Access app generates and then click Logon.
o Off-campus access requires 2-factor authentication, which you will need to register for.

Please see documentation here: https://itsecurity.mssm.edu/vip-two-factor-setup/

Enter Security code
or leave blank for push.

|

o For first time users: You must click on CitrixWorkspaceApp and install the client on your
computer.

* Note: Follow the prompts to finish the installation and do not click “Add Account” during the last
step. Once you install this client, you can skip this step the next time you want to access EpicSIM.

@ CitrixWorkspaceApp

Citrix Client

o After installing the client, click on Citrix Applications.

@ Citrix Applications

Production Citrix
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e You will be asked to login to Citrix with your HOSPITAL network ID and password.

Molmt User name: popile01
. .
Sinai Passwor
WARNING

UMAUTHORIZED USE, POSSESSION, DUPLICATION, OR

TAMPERING WITH MOUNT SIMAI MEDICAL CENTER

COMPUTERS,DATA, INFORMATION, PROGRAM OR

SERVICES 18 A VIOLATION OF POLICY AMD A CRIMIMAL

OFFEMCE, VIOLATORS ARE SUBJECT T DISMISSAL AND/OR Log On
PROSECUTION,

e Then select the purple ISMMS EpicSIM icon.

SMMS EpicSIM

e Open and run the .ica file that was downloaded on your computer.
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Loqging into EpicSIM

4. Log into EpicSIM using your HOSPITAL network credentials. (Do NOT include @mountsinai.org)
5. Inthe Department field, select “MEDICAL STUDENT DEP [4110003]” and click continue.

Department: MEDICAL STUDENT DEP [4110003] )

6. If the department field is blank, then click on the magnifying glass and type in “medical student” to
search for the MEDICAL STUDENT DEP [4110003]. Then click Accept.

Departmant: MEDICAL STUDENT DEP [4110003]

7. You will then see the Message of the Day page which provides current systems information
Click “OK.”

/ﬁl Message of the Day

Thit i EPICSM { Epic 2005 Novenmber virsion | Ervironment % Sudents

NOTE Tha &
o C3ex

£ SO Emvronenent dedicated for Stadent
on Tha 0125, 119 P i

dicated for Stadents. ©
1215 M via the emvircrment copy ubkly

Opening Patient Charts/Encounters

8. Once you have logged into EpicSIM, access your scheduled patients via the Schedule window.

10:00 Scheduled Thompb, ASMI
10:00 .. Scheduled Thompb, LCE
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The naming convention for the patient:

Course Name

ADEGBB, ASMI

I Student’s User ID I I Student's Year I

9. Double click on the appropriate patient to open up encounter
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Writing Notes

10. Click on “Notes” on the activity menu.
11. Write your notes in “My Note” field.

=3
T T3 & | mereorasan

homph-1, ASM-T
005776
* % v Notes
o ot e * = [E Siuman Resed "L B8O
Cument s of Fr 1221 4,08 M. Chck to refesh
Chart i My Nate

Vitals as of 11/14/18

E Qoeste @Tn [eams Ene Vitals
i = = Layt
s o Conoor R 1) s ;

a2

- L m e i 2
Roomeg Chief Complaint AL
* Dhabetes : e
Accuchicks at hoeme ane rering 130 fasting t9 200 non fasting e
wright IRy O
Drabetc ROS - medication complance: compiant mast of the time, diabetic d of the time, home gy 510" RITEm
reguiarly. New concerns: Tatigue. Dvabetc exam hean sounds 51, 52 nomnal, no murmur, click, rub of galiop, reguiar rale and |I|wn| e 1|-=du mmr thes of 302
wheezing, no pedal edema, no VD, no hepatosplenomegaly. Lab reicw laba are revewed, g 1o date and noemal
Cardiovascular nskar\arpss LD_aoalls nmer 130, drabete, no ensting CAD, nonsmoker, sedertary Westyle. ROS: taking madhcanons as instrecied, no N’N'Qlﬁ
[
Exam BP minmwlmmmymmwe!abrww IS are reipwad, up to dato and normal I o Lok 28 Feverand P by N o 1170472
Met, SHE5S, Appe
Heau \lomw:eonal . without mwseumb‘ alraumatic
Eirs. Noemal TMTS sred exdimal ear canals, boh ears Medications

Hesse: Naress noemal, Septum midling, mucasa normal no drainage or Sines lendemess
Throat Lips, muccsa. and iongue normal; 1eeth and gums nomal
Heck: Suppie, symmetrical trachea micing, no adenopathy.
Fyroid Mo entargementtendemessnodiles; no carchd
brust or JVD
Lungs: Clear 1o auscutation bilaterally, respiratons unlabored
Heart Wrrm and riythm, 51 and b?nonnal normnu Tt of galop
Abclceren Seft nanderdder, Bowel sounds acive il four guadrants
masses, 0 ceganomegaly
Skin: Skin color, badure, NEGOr HOMAl RO FASHES Of KEIoNS
Lymph nodes: Cenical, supractavicular and aillary nodes nommal

70 sgRnCant MeICaliz? SO eMects rted

| o hesept X Carcel

& Cusmice
, || #ADDORDER [E WPUNTAVS & o SIGH ENCOUNTER

i oo - [RIalal

12. Select the “Cosigner”. This allows the faculty to receive and provide written feedback to your note.

Goemte #Ta Dok a

13. Click “Acceﬁt" to siQn note and route to Cosigner.
Note: Status is defaulted to “Sign on saving note”

14. Once the note is accepted and states “Cosign Needed”, which means you have successfully
submitted and forwarded your note to your selected Cosigner.

-
Chart Riviewe My Mo Cosign Needed

Yestesay
# racna

Chief Complaint
+ Dinbotos
Foming Accuchesks al home are raning 130 fasting to 200 non fasting

15. To further edit a submitted note click “Addend” and follow previous step for submission.

To save a note, without submitting, select “Pend on saving note”
x & EECE T V]
16. C|ICk ‘Accept.
17. When ready to edit your pended note, click the “Edit” button on the top left and follow instructions

above for submission.
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Finding a Cosigned Note

18. Find your patient in the schedule and open their chart by double-clicking on their name.
19. Click “Chart Review” in the Activity menu.

= Hyperspace - Mount Sinai - EFICSIM - MEDICAL STUDEMT DEP - BRIGHT THOMPSON =0 - (=0 [
Epic  {ltHome © Schedule {=)inBasket f& Chat &= PatientLists &% PatientStation 5, Apnts #h Schedules - @ Templates - 1 Patient Transnart ¥ & F o Print - O Secure [ Log Out -
i) =7 || thomph, ASHH EFICSIM | BRIGHT THOMPSON
thompb-I, ASM-I Allergies PCP: None MyCha... Codel... HM Alert Researc... Program —, —, — C CSN:1 &
9005776 No Known Aller... |nsurance:: None FYLN... None Native Kidney D. i
Chart Review
H Encounters = Notes Anes/Surg  Surgeries Labs Micro  Path/Cyto  Imaging  Procedures = F s « B SidebarReport » o & B g

rey

[ Preview ~ ‘ 3 Refresh (3:52 PM) | = Select Al = Deselect All ‘ [2) Review Selected | ul Route f Tag ‘ Load Remaining | More ~ Current as of Wed 12/26 3:51 Ph. Click to refresh

Chart Review

Y FEilters Exclude ‘ [] Me [] MEDICAL STUDENT DEP ‘ [] POMA Notes [T] Advance Care Plan [] Attestations More - Vitals as of 11/14/18

20. Select the “Notes” tab from the “Chart Review” menu
Chart Review @ X
PN Encounters Anes/Surg  Surgeries  Labs Micro  Path/Cyto  Imaging  Procedures - P R

21. Click the applicable note to review your preceptors’ feedback/attestation on your note.

Chart Review @ X
H Encounters = Notes = Anes/Surg  Surgeries Labs Micro Path/Cyie Imaging  Procedures o~
[#] Preview - | 2 Refresh (3:52 PM) ‘ = Selecl Al = Deselect Al ‘ [3 Review Selected ‘ =, Route o Tag ‘ Load Remaining ‘ More ~

T Eilters Exclude | [] Me [] MEDICAL STUDENT DEP | [[] POMA Notes [] Advance Care Plan [ ] Attestations More -

HN Enc Date Enc Type Enc Dept Filing O - o ‘ Jolr=1 BEmF-EX
" -
1 12/19/2018  Office Visit ~ 141INT MED Today Attestation signed by Soriano Rainier,
MD at 12/26/18 1551
Bright Thompson
Physician

Progress Notes
d Cosign Needed
Encounter Date: 12/19/2018

Chief Complaint

* Diabetes

Accuchecks at home are running 130
fasting to 200 non fasting. Your CC is

7] > incomplete -

+ ADD ORDER £
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Option 1:
e Access the patient’s note via Chart Review.
e Click on the printer icon

g[rE=

A

Mount
Sinai
Hospital

Progress Notes

Progress Notes Info
Author

Option 2:

. Right click on a note within the In Basket and select print
. Follow the prompts to select your connected printers and print

My Messages Y > Cosign Notes 0 unread, 1 total
I Cosign Notes 17 Status Note Time MNote Date EncDate
Read 10:40 AM 12127118 12/19H8
® Author: Bright Thompson Note Type: Progress Notes

Visit Type: Office Visit
Visit Provider: Thompson, Bright
Specialty: Internal Medicine

£ Refresh (F5)
£ Find (Ciri+F)
£ Print

B copyal
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Changing Context/Departments

22. If you logged into the incorrect department, access the “Change Context” functionality to log into the
correct department

23. Click on the downward facing arrow on the “Log Out” button at top right corner, to access the
dropdown menu, and select the “Change Context” option

& 1: My Open Charts &0 - || S

u—zl Change Context... ]

'?:; Change Password...
Change Challenge Answers...

24. Change the department to MEDICAL STUDENT DEP [4110003]

£2

:Qhar.qe Login Infarmation

U \EDICAL STUDENT DEP [4110003] !

Continue Cancel

Support

Students experiencing issues with EpicSIM?

Visit or contact ASC-IT (ISMMS Academic IT Support Center)
By phone: 1-212-241-7091
Via email: ASCIT@mssm.edu
On-site: Annenberg Building, 11" Floor (next to the Library’s circulation desk)

25. For up-to-date ASCIT on-sire operating hours, please visit: https://libguides.mssm.edu/ascit/home
26. Outside the ASC-IT operation times, reach out to MSHS Helpdesk (4-HELP) for assistance.
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